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1.0 Linux4Afrika PXE Classroom Setup
Author: Florian Auer 

Network based installation

Preparations

• Make sure network cable is plugged in

• Turn on the computer and enter the BIOS menu (depends on manufacturer)

• In the BIOS, go to boot configuration 

• Set hard disk as primary and network to secondary boot device (setting options depend on 
BIOS manufacturer, see example image below)

• Save changes and restart the computer

The computer will try to connect to the server and fetch setup data. This looks similar to this:
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The system boots and the Ubuntu boot screen is shown. Hint: You can switch to system output view by
using Alt+Tab keys.

After the boot process is completed, a terminal prompt will be shown:

Start setup script

$ sudo su
# install.sh

Important: Do not run the install.sh script via sudo (sudo install.sh). Always switch to root via sudo su 
first. Note: this might take some time (approx. 20 minutes, depending on hardware).
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Before the setup process starts, you will be asked to confirm to wipe all data from the harddisk. Note: 
This cannot be undone! Select „Yes“ to continue.

In the next step, you are asked to select a number for this client. The number will be 
used later to identify this computer in the network. Note: This number must not be 
used twice - make sure every number is only used once!

As a last step, you are asked what to do after installation is finished. You can select between the 
following options:

Shutdown
Computer will be shut down after installation is finished. This is a convenient way to make sure the 
system is powered off after everything has been set up. You could use this if you start the setup before 
leaving the office.

Reboot
Choose this option if you would like to continue working with the computer after everything has been
set up.

Shell
If you would like to use the terminal after setup has been completed, select this option. However, it is
recommended to reboot the system first.
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When the system the setup is complete
The system is booted and the login screen is shown. You can now log in with the username user and 
the password edubuntu.
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1.1 Client Backup and Restore
Author: Florian Auer 

Start the system

Rescue System

Backup & Restore the system partitions
It is recommended to create a backup of the system partitions. This can be easily done with the 
diskmanager tool. Note: You must be root in order to use this command.

The syntax for diskmanager is very simple:

# diskmanager help
# diskmanager <action> <partitionname>

Action can be either „help“, „backup“ or „restore“. The help action shows how to use diskmanager. The 
backup action can be used to create a backup. The restore action can be used to restore a previously 
created backup.

Partition Name System Path Backup File

educlient /dev/sda1 /media/images/1_educlient.img

rescue /dev/sda1 /media/images/2_rescue.img
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Create a backup of the system

Backup the Edubuntu Client partition

$ sudo su
# diskmanager backup educlient

Backup the Rescue partition

$ sudo su
# diskmanager backup rescue

Restore a back of the system

Restore the Edubuntu client partition

$ sudo su
$ diskmanager restore educlient

Restore the Rescue partition

$ sudo su
$ diskmanager backup rescue
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1.2 PXE Booting LKRN files (advanced)
Author: Florian Auer

HOWTO generate a local *.lkrn ROM file to boot from a network card 
NOTE: THIS STEP MIGHT BE OBSOLETE DUE TO THE POSSIBILITY TO USE THE GENERIC PXE 
DRIVER!

Get root permissions
$ sudo su 

Password: linux 

Search from pci bus installed Ethernet card 
# lspci | grep Ethernet 

Example output:
02:0f.0 Ethernet controller: Realtek Semiconductor Co., Ltd. RTL-8110SC/8169SC Gigabit Ethernet 
(rev 10) 

Find PCI vendor code and PCI device code from network card
# lspci -n | grep 02:0f.0 

Example output:
02:0f.0 0200: 10ec:8167 (rev 10) 

In this example, the PCI vendor code is 10ec and the PCI device code is 8167.

Create network card specific LKRN image
1. Go to http://rom-o-matic.net/gpxe/gpxe-git/gpxe.git/contrib/rom-o-matic/

2. Choose output format „Linux kernel (SYSLINUX/GRUB/LILO) loadable image (.lkrn)“

3. Choose NIC type „All drivers“

4. Enter PCI vendor code and PCI device code

5. Click „Get Image“

This will create a custom image file and start the download.
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Install LKRN image
• Got to the downloads folder (or the place where you downloaded the file)

• Rename the file you dowloaded to „gpxe_<VENDOR CODE>_<DEVICE CODE>.lkrn

• In our example above, the file name would be gpxe_10ec_8167.lkrn

• Copy the file to /mirror/pxe_client/rom-o-matic/ on the server

• Reboot the client
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Trouble Shooting (L4A Team Only)

Error message due to missing PXE driver

- Select „OK“

- Hit Enter

System should reboot now

Select „Rescue System“ in boot menu

NOTE: THIS ISSUE COULD BE SOLVED BY USING THE GENERIC PXE DRIVER!

Suggestions for improvements (L4A Team Only)
• Florian: Check setup is run as root at the very beginning, point out to switch to root rather than 

doing „sudo install.sh“

• Florian: Prefix all L4A specific scripts/tools with l4a, e. g. „l4a-setup“?

Install generic PXE boot driver
Go to ROM-O-MATIC website

Use settings from screenshot below

• Use output format *.kpxe

• Use NIC type „All drivers“

• Do not enter any vendor or device code

• Click „Get Image“

• Save file in „Downloads“ folder

• Rename downloaded file to gpxe_universal_driver.kpxe

• Copy downloaded file to tftp boot folders on the server 

◦ For 192.168.0.0/24 subnet
/var/lib/tftpboot/ltsp/rescue

◦ For 192.168.1.0/24 subnet
/var/lib/tftpboot/ltsp/rescue2

• Add new filename entries to dhcp.conf

◦ For 192.168.0.0/24 subnet
filename „/ltsp/rescue/gpxe_universal_driver.kpxe“

◦ For 192.168.1.0/24 subnet
filename „/ltsp/rescue2/gpxe_universal_driver.kpxe“
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2.0 Server: Network Setup
Author: Hans-Peter Merkel

Linux4afrika default server uses 3 Network cards:

• eth0 goes to main switch for network 192.168.0.0/24

• eth1 goes to additional (or stays open) switch for same network 
192.168.0.0/24

• eth2 might be connected to any Internet router or stays open

eth0 should be 1 GB NIC and should always be onboard NIC. Eth1 should be an 
additional 1 GB NIC in PCI(e) slot. eth2 can be any 100 MBit NIC in PCI slot.

cat /etc/udev/rules.d/70-persistent-net.rules

eth0 and eth1 are running in bridged mode. This ensures that both NICs provide 
DHCP to all clients attached to both switches.

cat /etc/network/interfaces
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2.1 Server: Harddrives
Author: Hans-Peter Merkel

Linux4Afrika mastersolution comes with 2 harddrives (currently 750 GB SATA)

cat /etc/fstab
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2.2 Server: Select Client OS
Author: Hans-Peter Merkel

Up to 2016 Ubuntu 14.04 was default client OS. In 2016 an update for 14.04 took place before 
migrating to 16.04. Since September 2016 Ubuntu 16.04 will be default client OS. 

There are several client OS located in /media/data:

• educlient
• pxe_client
• rescueclient

Additionally some folders with educlient backup are stored here:

 

• 1404_20151212 (rollout in Nairobi)
• 1404_20160916 (last update of 14.04)
• 1604_20160918 current default

If you want to change client OS, you can erase all files from educlient and rsync the one you need into 
educlient folder (advanced Admins only !)

Never change the folders pxe_client and rescueclient. This should only be exchanged by the 
developers!
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2.3 Server: New in 1604 Samba Fileserver
Author: Hans-Peter Merkel

So far, students did not have a chance to exchange data. To cirumvent this situation the mailsystem 
was used. Starting with 16.04 a Samba filesserver was included. It holds 2 shares:

• 4all (Read/Write access for everybody)
• samples (Read only for students, full access for teacher from classroom server)

Those shares can also being accessed from any notebook temporary in this LAN. Windows PCs use:

net use //192.168.0.250/4all

or use their GUI.
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2.4 Server: 1604 Local Mirror
Author: Hans-Peter Merkel

Clients originally installed their packages from German repository. A local mirror (repository) is located 
on the server to be able to install software in African classrooms without internet access.

You can use aptitude install to install any package located in the mirror. However those programs are 
lost after restoring any image. 

Example:

aptitude install yourprogram 

To make them permanent you need to create an new distribution image in educlient folder. This is NOT 
recommended for unexperienced admins !

2.5 Server: Webserver
Author: Hans-Peter Merkel

Linux4Afrika classroom server holds an Apache Webserver on 192.168.0.250
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This is the homepage for all clients and stored in Firefox browser.
The main components are (left to right):

• Moodle E-Learning Platform
• Offline Wikipedia 
• Gate to Internet with Google as starting page (if server has online connection)
• Zarafa Mailserver
• Wordpress
• Admin Tools

Those components to be described by somebody else !!
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2.6 Server: Mailserver with Zarafa
Author: Hans-Peter Merkel

Linux4Afrika server holds a Postfix Mailserver only for local training. It will not send 
any mails to the outside without reconfiguration. To be independent from Mailclient 
configuration, the webbased solution ZARAFA is used.
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2.7 Server: Epoptes
Author: Hans-Peter Merkel

Linux4Afrika server comes with epoptes installed. This software enables the 
teachers, to monitor each individual client PC and take full control.
See: http://www.epoptes.org/ for details.

All clients have epoptes client software preinstalled. They automatically connect to 
192.168.0.250
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2.8 Server: Tranparent Proxy
Author: Hans-Peter Merkel

Since 2016 the Mastersolution uses a transparent proxy. The clients therefore no 
longer need a confiured Proxy setting. All outgoing requests ( except local 
connections to 192.168.0.250) will be redirected via iptables to squid which now runs
a a transparent proxy.

cat /etc/rc.local
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cat /etc/squid/squid.conf | grep http_port

tail -f /var/log/squid/access.log

2.9 Server: VUZE Torrent Server
Author: Hans-Peter Merkel

If a teacher needs to deliver huge files to all clients, a Samba File server might not 
be suitable. For this reason a torrent server has been installed on the Server:

Applications → Internet → Vuze
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Client can access this torrent servia via Browser:

http://192.168.0.250:6969  (or use preset bookmark)
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3.0 Clients: Creating ISO images for distribution
Author: Hans-Peter Merkel

All Linux4Africa clients have now Pinguy Builder installed. It can be used to create 
your own custom ISO images for being burned on DVD or installed on USB stick.
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3.1 Clients: Creating bootable USB sticks
Author: Hans-Peter Merkel

If you need a bootable USB stick instead of an installtion DVD, you can create one 
with Startup Disk Creator.

It is also preinstalled on each Linux4Afrika client.

3.2 Clients: Playing with Android
Author: Hans-Peter Merkel

Genymotion is a program which nicely emulates Android smartphones. Unfortunately
newer versions do not support 32 Bit clients anymore. Last available 32 Bit  version 
is 2.5 which is now installed. It collides with GT libraries and can only run as root.
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/opt/genymotion/genymotion

Use Continue and not Download !
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